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This Application Note describes how to upgrade the firmware of your proconX unit using the
device’s built-in Ethernet bootloader and our upgrade tool.

Prerequisites

* proconX Firmware Upgrade Tool (x100- upgr ade-t ool . exe)
* Firmware file (*.zip extension)

The proconX Firmware Upgrade Tool is available from the proconX website.

Preparation

1. Download the x100- upgr ade-t ool . exe file into a directory.

2. The firmware file is usually distributed as . zi p file. You do not need to unzip it. The tool can
process zipped firmware archives. If you have older . bi n files, those can be used as well by
the tool.

3. Establish an Ethernet network connection between the proconX unit, a network switch and a
Windows PC. A switch must be used between the proconX unit and the PC! Using just a
cross-over Ethernet cable will not work due to the link detection delay of the PC’s Ethernet port.
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The upgrade process is independant from the firmware and the device' configured
network settings are irrelevent for this process. The Ethernet bootloader obtains its
network settings through DHCP.
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Make sure that there is no DHCP or BOOTP server connected to the network. If in
doubt, disconnect both, PC and proconX unit from the network and use a separate
switch which is isolated from the rest of the network to connect them.

PC firewall software tends to block the TFTP and DHCP traffic. It may be easier to
temporarily turn off the firewall rather to re-configure the firewall.

Launching the upgrade utility

1. Launch the downloaded x100- upgr ade- t ool . exe with Administrator privileges. This can be
done once using the . exe file’'s context menu when launching or set permanently in the . exe
file's properties window.

%100-upgrade-tool.exe

% Run as administrator |
Senrd tn £
‘ x100-upgrade-tool.exe Properties by
Security Details Previous Yersions
General Compatibility Digital Signatures & Git

If thig pragram isnt working comectly on this version of Windows,
try running the compatibilty troubleshooter.

Fun compatibility troubleshooter

How do | choose compatibility settings manually?

Compatibility mode
() Run this program in compatibility mode for:

Windows 8

Settings
Reduced colour mode
S-bit (256) colour
Run in 640 x 430 screen resolution

[ Disable full-screen optimisations

B Fun this program as an administrator

|| Reqgister this program for restart
[ Use legacy display ICC colour management
Change high DP| settings

‘pChange settings for all users

QK Cancel Apply
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2. For the first launch configure the Windows firewall to unblock x100- upgr ade- t ool . exe:

Windows Security

Do you want to allow public and private
networks to access this app?

Windows Firewall has blocked some features of ¥100-upgrade-
tool.exe on all public and private networks.

! x100-upgrade-tool.exe

Publisher Unknown

Show more

Cancel

3. Once launched the tool Ul is shown:

W proconX X100 Firmware Upgrade Taol 1.1 = O X
| Firmware: esenet_v3.5.zip Browse...
| Hardware Type: |X100-CAN = | (refer to serial number label) Stop

Extracted esenet.bin from esenet _w3.5.zip

Warning: UDP port &7 (DHCP) has no inbound Allow rule — Windows Firewall may block it
Warning: UDP port €% (IFIP) has no inbound Allow rule — Windows Firewall may block it
Interface : Ethernet (10.0.0.15 f 255.255.255.0)

Device IP : 10.0.0.100

Firmware : esenet.bin

HW type : X100-CAN

[TFTIF] Beady on 10.0.0.15:69
[CHCP] Ready on port €7 server=10.0.0.15 offering=10.0.0.100

Ready — power-cycle the device to start the upgrade!

4. Select the Har dwar e Type matching the Type written on the silver serial number label of your
gayeway. In most cases this will be X100- CAN.

5. Click on the Br owse...button to select a firmware file.
6. Click the St art button.

Check the log pane for warning or error messages in relation to firewall, administration
privileges required or a file format mismatch and rectify and restart the tool.
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7. If all is OK, the tool will display Ready — power-cycle the device to start the upgrade! in
the status line and log similar to this:

Extracted esenet.bin fromesenet v3.5.zip

War ni ng: UDP port 67 (DHCP) has no inbound Allow rule —W ndows Firewall may bl ock it
War ni ng: UDP port 69 (TFTP) has no inbound Allow rule —W ndows Firewall may bl ock it
Interface : Ethernet (10.0.0.15 / 255.255.255.0)

Device IP : 10.0.0.100

Firmvare : esenet.bin

HWt ype : X100- CAN

[ TFTP] Ready on 10.0. 0. 15: 69
[DHCP] Ready on 10.0.0.15:67 of fering=10.0.0.100

Upload process

1. Power-cycle the proconX unit.

2. Upon restart the proconX unit’s Ethernet bootloader will contact the upgrade tool to obtain an
IP address and check if a boot file is available. The proconX unit will load this file and program
it into it's flash memory. This is indicated in the log file like this:

[ DHCP] DI SCOVER mac=72:03:48:67:74:dd

[ DHCP] OFFER 10.0.0.100 # 72:03:48:67: 74:dd boot=esenet.bin opt200=X100- CAN
[ DHCP] REQUEST mac=72:03:48:67:74:dd

[ DHCP] ACK 10. 0. 0. 100 acked for 72:03:48:67:74:dd

[ DHCP] REQUEST mac=72:03:48:67:74:dd

[ DHCP] ACK 10. 0. 0. 100 acked for 72:03:48:67:74:dd

[ TFTP] Session with 10.0.0.100 started

[ TFTP] Opening file esenet.bin for reading

[ TFTP] Successful transfer.

[ TFTP] Transferred 96180 bytes in 0.42 seconds
[ TFTP] Session with 10.0.0.100 cl osed

3. Once the firmware file has been sent to the proconX unit, it will start the newly loaded firmware
and a dialog box confirming a successful upgrade is shown:

| ‘ Firmware Transfer x

Transfer complete

4. Connect to the proconX unit using a web browser and click on the About menu entry to confirm
the new firmware version number.

5. In case of any failure, repeat above process starting with step 1.

The proconX unit's bootloader is immutable and cannot be overwritten. The
upgrade process can always be repeated, even after a failed or partial upgrade.
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No part of this material may be reproduced or transmitted in any form or by any means or used to make any derivative work without
express written consent from the copyright holders.

proconX is a trademark of proconX Pty Ltd. All other product and brand names mentioned in this document may be trademarks or
registered trademarks of their respective owners.
Disclaimer

proconX Pty Ltd makes no warranty for the use of its products, other than those expressly contained in the Company’s standard warranty
which is detailed in the Terms and Conditions located on the Company’s Website. The Company assumes no responsibility for any errors
which may appear in this document, reserves the right to change devices or specifications detailed herein at any time without notice,
and does not make any commitment to update the information contained herein. No licenses to patents or other intellectual property
of proconX are granted by the Company in connection with the sale of proconX products, expressly or by implication. proconX products
are not authorized for use as critical components in life support devices or systems.

Support & product feedback

We provide an electronic support and feedback system for our proconX products. It can be accessed through the following web link:

https://www.proconx.com/support

Your feedback and comments are always welcome. It helps improving this product.

AN301-2602 5


https://www.proconx.com/support

	Firmware upgrade
	Preparation
	Launching the upgrade utility
	Upload process

